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[bookmark: _Toc203567278][bookmark: _Toc203996309][bookmark: _Toc203997507][bookmark: _Toc228801696]Introduction
The aim of this document is to provide an interface specification for electricity continuous intraday market with gas including AMQP server and the usage of BINARY API protocol buffers message content format.
If external participants use OTE client´s application, then it already contains this interface and communication. In case external participants request connection of new OTE IM Gas to their systems, then this document should provide description of necessary changes in the interface for implementation BINARY API protocol buffers message content format.
[bookmark: _Hlk216187076]
[bookmark: _Toc93303152][bookmark: _Toc203567279][bookmark: _Toc203996310][bookmark: _Toc203997508][bookmark: _Toc214546247][bookmark: _Toc214546351][bookmark: _Toc228801697]External interface description 
Automatic communication of intraday market is performed exclusively via communication with AMQP server RabbitMQ. The interface for AMQP server RabbitMQ is available to all participants without client differentiation (identification is handled through a certificate).
Participant must implement his client, that connects to MQ server and throught which his requests are sent and responses as well as broadcast messages are received. It is possible to use AMQP client library RabbitMQ – see product web pages www.rabbitmq.com.
Process of establishing communication and the individual communication scenarios are described in the following sections.
[bookmark: _Toc450894454][bookmark: _Toc214546249][bookmark: _Toc214546353][bookmark: _Toc228801698][bookmark: _Toc93303153][bookmark: _Toc203567280][bookmark: _Toc203996311][bookmark: _Toc203997509]Communication protocol
Communication with the MQ server runs through the AMQP protocol (Advanced Message Queuing Protocol). It is open standard for communication layer of applications working on data exchange through messages. Implementation will be performed through the MQ server RabbitMQ, version 4.0.3.
AMQP standard defines basic entities:
· Exchange – input point for message receipt
· Routes – routing (distribution) of message
· Queue – output queue of messages
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[bookmark: _Toc228801734]Figure 1 - Communication with MQ server

[bookmark: _Toc214546250][bookmark: _Toc214546354][bookmark: _Toc228801699][bookmark: _Toc93303154][bookmark: _Toc203567281][bookmark: _Toc203996312][bookmark: _Toc203997510]Connecting to MQ server 
To establish a connection, the external participant must have the following technical details: RabbitMQ server address, port and virtual host identifier – these details are specified individually for each OTE-COM application environment in the following documents [1], [2]. The description of connection method from a custom client application is available at the following address http://www.rabbitmq.com/api-guide.html. External participant provides his own client certificate to OTE.
The first step is to establish a connection “connection” to the MQ server. Participant’s client certificate previously registered with the OTE system is required to create the “connection”. 
Communication channels “channels”, which are connected to each “queue” and enable bidirectional communication between the client and the server, are created based on this connection.

[image: ]
[bookmark: _Toc228801735]Figure 2 - Connection to MQ server and message flow architecture

[bookmark: _Toc93303155][bookmark: _Toc203567282][bookmark: _Toc203996313][bookmark: _Toc203997511][bookmark: _Toc214546251][bookmark: _Toc214546355][bookmark: _Toc228801700]Message exchange types
There are two basic types of communication used for Client – MQ server communication:
· Request-response (request – response) – requests initiated by client on which the MQ server will asynchronously respond. The response is sent only to initiator of the communication.
· Mass message (Broadcast) – message distribution from the MQ server to clients. Distribution is performed on the basis of defined distributional rules and access rights.

[bookmark: _Toc93303156][bookmark: _Toc203567283][bookmark: _Toc203996314][bookmark: _Toc203997512][bookmark: _Toc228801701]Request-Response communication 
Each user has their own private “Exchange” named “market.exchanges.clientRequest.[USER_ID]“ created in the RabbitMQ server, which is used for sending requests from client to the MQ server. Only the user has permission to write to the specific exchange.
The user uses the queue named “response queue” for receiving messages addressed to the user, which is not pre-created in AMQP server, but is created by each client individually. The client must create their own anonymous queue during the application start with automatically generated name, whose name is then used in element “reply-to” in all messages.
The queue must be created with the following technical details: durable=false, autoDelete=true, exclusive=true.
Types of requests:
· Instruction (Management request) – bid creation, modification, anullation
· Request (Inquiry request) – request for trading data 
The response is immediately returned to the user (distributed to ResponseQueue) via message Acknowledgement Response (AckResp) during the“Management request” operation. The response to the submitted request is sent (distributed to BroadcastQueue) after the system processes the request. If the request modifies the business data, a broadcast message with relevant content is sent to all users for whom the change is relevant.
The relevant response is sent to the user’s private queue (ResponseQueue) during the “Inquiry request” operation.
Request type “Management request” is secured by an electronic signature, wrapped in a SignedMessage structure (see ch. 3 Using the electronic signature) to ensure integrity and non-repudiation. (see chapter 3 Using the electronic signature) to ensure integrity and non-repudiation. It is generally required to populate the type (see chapter 2.6.1 AMQP attributes) attribute during the client-IM application communication.

[bookmark: _Toc93303157][bookmark: _Toc203567284][bookmark: _Toc203996315][bookmark: _Toc203997513][bookmark: _Toc228801702]Mass messages – Broadcast 
The system provides two basic types of mass messages:
· Market data messages – messages about change in trading data and about change of market status. Messages are distributed to all logged in users who have requested permission for the given markets.
· Heartbeat messages – messages for verification of active connection with client.
For each user was created on the RabbitMQ server his private message queue with title „market.broadcastQueue.[USER_ID]“ to which is connected and from which user picking up messages. If user doesn´t continuously pick up messages, his queue can be overloaded and new messages will not be put in his queue. Due to this, there is a risk that user will not receive all market information.

[bookmark: _Toc93303158][bookmark: _Toc203567285][bookmark: _Toc203996316][bookmark: _Toc203997514][bookmark: _Toc228801703]Distribution rules 
Description of distribution rules shows the following table. Some keys are defined dynamically based on the current market configuration and user access rights.

	Routing key 
	Description 

	public
	Public information, distributed to all users

	public.<market_id>
	Public information about the current market, distributed to all users, who have access to that market

	public.trade.<product_name>
	Public information about trades, distributed to all users, who have access to the relevant product

	PRTC_<partic_id>
	Relevant current market participant information 

	<product_name>
	Relevant product information  

	<product_name>.<delivery_area>
	Relevant product and distribution area information

	<product_name>. PRTC_<partic_id>
	Relevant PARTIC_ID information based on product 

	Trade
	Trade information for administrators only (consists of both sides of the trade)

	halfTrade.<product_name>. PRTC_<partic_id>
	Private information about established trades (contains only the participant’s side of trade)

	USR_<user_id>
	Private messages addressed exclusively to the user



[bookmark: _Toc228801749][bookmark: _Toc430247661]Table 1 - Distribution rules overview

User: 123, Participant: 12, Market access: IMG, Available products: Intraday gas, Available areas: CZ
User will receive messages, that will be sent with some of the following Routing keys:
· public
· public.IMG
· public.trade.Intraday gas
· PRTC_12
· Intraday gas
· Intraday gas.PRTC_12
· halfTrade.Intraday gas.PRTC_12
· USR_123

[bookmark: _Toc214546255][bookmark: _Toc214546359][bookmark: _Toc317614406][bookmark: _Ref351545699][bookmark: _Ref351545708][bookmark: _Toc437350077][bookmark: _Toc93303159][bookmark: _Toc203567286][bookmark: _Toc203996317][bookmark: _Toc203997515][bookmark: _Toc228801704]Sequence use for Broadcast messages
Sequence number is used to identify the bid of mass messages, for the purpose of detecting whether any message has not been lost. Sequence number is not contained directly in the message payload, but it is included in the AMQP message header as an attribute called “market-group-sequence”.
Sequence is always incremented by one for each mass message. Sequences are kept only in memory (they are not stored), which means they will be set to 0 during a server restart or termination. If client receives unexpected value (different value from the last number + 1), they should request current market data from CS OTE system.
Sequence numbers are calculated individually for Routing keys (routing keys – attribute “market-group-id” in message header). Each distribution list has its own sequence numbers. Queues connected to the default mass exchange with the same Routing key will receive duplicate sequence number.
1. [bookmark: _Toc203997516][bookmark: _Hlk214958512]
2. 
2.1. 
2.2. 
2.3. 
2.3.1. 
2.3.2. 
2.3.3. 
2.3.4. 
Mass message for sequence numbers reconciliation 
It is a OTE-COM’s feature ensuring more robust communication with MP. There is distributed a special mass message to each connected client containing information about last used sequence numbers for each Routing key of public distribution messages., which is distributed to each connected client.
SequenceNumbersRprt distribution messages must follow these rules:
1. One and the exact same distribution message is sent to all clients
2. Each client receives the distribution message, which contains the last used sequence numbers for all private as well as public Routing keys, including those that are not relevant
3. [bookmark: _Ref216097042]Every client selects its relevant Routing keys
4. Each Routing key is published only once
5. A message is distributed every x seconds[footnoteRef:2]  [2:  The expected interval is 5 seconds, however it will be specified later during the project implementation.] 

· The sequence number of a Routing key is the last known value of the exact moment of the creation of the SequenceNumbersRprt message
· Every time the server restarts, the sequence number is reset to null
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	SequenceNumbersRprt
	MSG
	
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header

	seq_numbers
	FIELD
	m
	1..n
	Structure
	

	routing_key
	FIELD
	m
	
	String
	Routing Key, Each Routing Key is present only once

	sequence
	FIELD
	m
	
	Integer(64)
	Latest sequence number of the Routing Key


[bookmark: _Toc228801750]Table 2 - SequenceNumbersRprt message structure

[bookmark: _Toc214546256][bookmark: _Toc214546360][bookmark: _Toc93303160][bookmark: _Toc203567287][bookmark: _Toc203996318][bookmark: _Toc203997517][bookmark: _Toc228801705]Invalid and unrouteable requests
It is important that clients create a valid protobuf (proto3) message content, which they send to CS OTE. Messages with protobuf (proto3) content that CS OTE system can not read will be rejected.
If the CS OTE system is unable to process a request because it is invalid or can not be processed, a negative response will be sent. The response contains details including the reason why the request was not processed.
If the CS OTE system can not process a request due to an invalid or missing message header version, a native error response is sent. In this case, the response has an attribute content-type set to value market/error. The message body contains an error message encoded in UTF-8. Discovery of a message validation error within the CS OTE system leads to sending a native error response. These validation errors occur in the following cases:
· Missing AMQP message attribute user-id
· Missing AMQP message attribute content-type
· Missing AMQP message attribute reply-to
· Missing AMQP message attribute correlation-id
· Missing AMQP message attribute type
· Unknown AMQP protobuf (proto3) message content
If the CS OTE system can not process a request because it is not running (due to an outage or during a restart), the request will be cancelled on the AMQP server side and the client will be informed via their “return listener”.

[bookmark: _Toc228801706][bookmark: _Toc317614408][bookmark: _Toc437350080][bookmark: _Toc93303161][bookmark: _Toc203567288][bookmark: _Toc203996319][bookmark: _Toc203997518]Failover processing
In case the AMQP is not running (due to an outage or restart), the client connection is lost. If the client has a registered a “shutdown listener”, they will receive an outage notification from the AMQP server. After successfully reconnecting to the AMQP server, the client must log in again.

[bookmark: _Toc450894463][bookmark: _Toc214546258][bookmark: _Toc214546362][bookmark: _Ref418774665][bookmark: _Ref418774679][bookmark: _Toc203996320][bookmark: _Toc203997519][bookmark: _Toc228801707][bookmark: _Hlk213767189][bookmark: _Toc418165596][bookmark: _Toc419206620][bookmark: _Toc419212628][bookmark: _Toc430271198][bookmark: _Toc93303162][bookmark: _Toc203567289]General information about communication messages
[bookmark: _Toc214546259][bookmark: _Toc214546363][bookmark: _Ref214863347][bookmark: _Ref214863349][bookmark: _Ref215044739][bookmark: _Ref215044742][bookmark: _Ref215044760][bookmark: _Toc228801708][bookmark: _Ref400452067][bookmark: _Ref400452092][bookmark: _Ref400452100][bookmark: _Ref400452112][bookmark: _Ref400452123][bookmark: _Ref400452130][bookmark: _Ref400452175][bookmark: _Ref400452183][bookmark: _Ref203570219][bookmark: _Ref203570222][bookmark: _Toc203996321][bookmark: _Toc203997520]AMQP attributes
The AMQP attributes used for communication between the client and an IM application.
	AMQP Message Atribut
	Popis

	content-type
	Contains information about the used payload version as well as the used message type. 
Valid content-type definitions are (version number has to be filled with the used version):
· market/request; version=x (Used by the client when sending requests)
· market/response; version=x
· market/broadcast; version=x
· market/heartbeat; version=x
· market/error; version=x 
Current version of messages is 2.

	type
	Contains fully qualified name of the message 

	reply-to
	Contains the queue name a response has to be sent to

	user-id
	Contains the login-id of the logged in system

	correlation-id
	Contains the request message id generated by client

	expiration
	Contains an optional entry specifying if the request should be deleted if not executed within the specified time

	contentEncoding
	Contains gzip, if messages are compressed (content is encrypted using gzip method); property is null if messages are not compressed.
Message compressing can be activated per message type (e.g. OrdrExecutionRprt) . 

	market-group-sequence
	Identify the order of the broadcasts counted for „market-group-id“. Only for broadcast message.

	market-group-id
	Identification of routing key belongs to attribute „market-group-sequence“. Only for broadcast message.

	timestamp
	Timestamp of distributed message fulfilled by RabbitMQ server. For more information you can see at https://www.rabbitmq.com/releases/rabbitmq-java-client/v3.6.1/rabbitmq-java-client-javadoc-3.6.1/com/rabbitmq/client/AMQP.BasicProperties.html#getTimestamp().


[bookmark: _Toc228801751]Table 3 - Message attributes according to AMQP

[bookmark: _Toc214546260][bookmark: _Toc214546364][bookmark: _Toc228801709][bookmark: _Ref351545161][bookmark: _Toc203996322][bookmark: _Toc203997521]Protobuf convention 
Messages that contain the AMQP content-type attribute based on message types market/request, market/response and market/broadcast, include a binary-formatted protobuf (proto3) data section.
The binary format protobuf (proto3) definition uses the following conventions:
· MSG (MESSAGE): Used only in custom messages (e.g. AddOrderReq)
· FIELD: It describes custom value fields within the message (e.g. price), as well as value structures (e.g. order structure in the AddOrderReq message). 
[bookmark: _Ref360043467][bookmark: _Ref335630956]
[bookmark: _Toc214546261][bookmark: _Toc214546365][bookmark: _Toc228801710][bookmark: _Toc203996323][bookmark: _Toc203997522]Quantity values within messages
Quantity values in all messages are expressed as integer (int32). A custom value is defined by a field group in the message ProductInfoRprt – decimal_shift_quantity, min_quantity and quantity_unit (see chapter 2.8.3.11 Product Information Report (ProductInfoRprt)). The decimal_shift_quantity item defines the position of decimal point within the input integer (e.g. a quantity value of 5200 with field value decimal_shift_quantity = 3 equals 5.200 value).
The item min_quantity ensures the smallest possible step after entering the quantity (e.g. min_quantity = 100 and decimal_shift_quantity = 3 mean that it is possible to increase the quantity in steps of 0.1).
The item quantity_unit defines quantity unit.

[bookmark: _Toc214546262][bookmark: _Toc214546366][bookmark: _Toc228801711][bookmark: _Toc203996324][bookmark: _Toc203997523]Price values within messages 
Price values in all messages are expressed as integer (int64). A custom value is defined by a field group in the message ProductInfoRprt – decimal_shift_price, tick_size and currency (see chapter 2.8.3.11 Product Information Report (ProductInfoRprt)).
The decimal_shift_price item defines the position of decimal point within the input integer (e.g. a price value of 3624 with decimal_shift_price = 2 equals 36.24 value). 
The item tick_size defines the smallest possible step after entering the price (e.g. tick_size = 1 and decimal_shift_price = 2 mean that it is possible to increase the price in steps of 0.01).
The item currency defines trade currency.

[bookmark: _Toc214546263][bookmark: _Toc214546367][bookmark: _Toc228801712][bookmark: _Toc203996325][bookmark: _Toc203997524]Format of date items within messages
Date items within messages use the Timestamp data type (native google.protobuf.Timestamp), which uses the unix UTC timestamp as the base value (for more information see https://www.unixtimestamp.com/).

[bookmark: _Toc214546264][bookmark: _Toc214546368][bookmark: _Toc228801713][bookmark: _Toc203996326][bookmark: _Toc203997525]Heartbeat message
The Heartbeat message contains text with the attributes “server-timestamp” and “interal-length”. Both attributes use milliseconds. The first one represents the difference between an actual time and the date 1.1.1970 0:00:00 UTC.
Message example: server-timestamp=1468251175238;interval-length=30000

[bookmark: _Toc216101955][bookmark: _Toc216102660][bookmark: _Ref216102192][bookmark: _Ref216102196][bookmark: _Toc228801714][bookmark: _Ref418066562][bookmark: _Toc203996327][bookmark: _Toc203997526]Standard message header
Every message contains the standard message header with the following items:
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	standard_header
	FIELD
	m
	
	Structure
	

	market_id
	FIELD
	m
	
	Enum
	Market Identification Code (MIC) of the market to which the request is sent or from which the request originates.  
The following value is allowed:
"MARKET_ID_TYPE_IMG": Intraday gas market.

	client_correlation_id
	FIELD
	o
	
	String
	The client data field in this section can be used by the client to store information or meta-data about a request. 
The content in this field is not used by CS OTE system.
Content is sent back to client in response.

	client_data_string
	FIELD
	o
	
	String
	


[bookmark: _Toc228801752]Table 4 - Message header

[bookmark: _Toc214546266][bookmark: _Toc214546370][bookmark: _Toc228801715][bookmark: _Toc203996328][bookmark: _Toc203997527]Individual message parameter descriptions
The following chapters define the following message parameters:
· Type – message type 
· Inquiry Request – data request
· Management request – performance request
· Broadcast – mass message
· Role – role based accessibility 
· Routing key –message routing to MQ server
· Message limit – max. number of name-specific messages that can be processed by the server for each user within the defined time limit, without being rejected by the server. The format is defined as a/b, where the first “a” represents max. number of messages allowed within a 1-minute time limit and “b” represents max. number of messages within a 1-hour time limit. If no time limit is set, the number of messages is unlimited. Limit is calculated separately for each market_id.

[bookmark: _Toc214546267][bookmark: _Toc214546371][bookmark: _Toc228801716][bookmark: _Toc203996329][bookmark: _Toc203997528]Communication scenarios
[bookmark: _Toc214546268][bookmark: _Toc214546372][bookmark: _Toc228801717][bookmark: _Toc418165597][bookmark: _Toc419206621][bookmark: _Toc419212629][bookmark: _Toc430271199][bookmark: _Toc93303163][bookmark: _Toc203567290][bookmark: _Toc203996330][bookmark: _Toc203997529]User log-in, log-out 
The base communication scenario is used for user log-in, log-out access to the system as well as actual system information requests. The user must intiate data communication with MQ server by sending a log-in request LoginReq within a 30-second time limit, otherwise the connection will be terminated. The response is UserRprt returned as a result of a successful validation, otherwise ErrResp is sent to the client in case of an unsuccessful validation.
The user must send a LogoutReq message during client application termination. If the user does not send a log-out request, they will be logged out according to the rules that define a lost connection.

AMQP server parralel client connection restriction
During user account creation on the RabbitMQ server, a restriction number of parallel connection is set. The maximum number is parameterized (set to 8 connections by default). If this value needs to be modified for new users, the existing script must be modified and applied to the already existing accounts.

The system will allow the creation of only 8 parallel connections. This limitation will have no impact on properly functioning trading clients. It will only apply in cases where a client-side issue causes an excessive number of connections due to an error.
User
(request initiator)
OTE
LoginReq
ErrResp
UserRprt

LogoutReq
LogoutRprt

 
 
Request / Response
From the client’s perspective, this message is synchronous. Client waits for the response. 

Message sent as a distributed message. 


[bookmark: _Toc228801736]Figure 3 - User login/logout sequence diagram
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The user submits an bid using the AddOrderReq (or a modification using the ModifyOrderReq) and the application server responds with an AckResp message, either confirming that the request was successfully received or informing the user about the error message definition via the ErrResp message. The server sends the submission/modification result message through a private OrderExecutionRprt message as well as via a MessageRprt private message.
Next, the PublicOrderBooksDeltaRprt public message is sent to all users including the shared book modification, if the bid submission was successful.
In case of a trade establishment, the TradeCaptureRprt is sent to the bid owner and the MessageRprt and the PublicTradeConfirmationRprt public messages are sent to all users. During the trade establishment, the OrderExecutionRprt and TradeCaptureRprt are sent to the owner of the counterbid.
The possibility of the bid request via the OrderReq is illustrated here.
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Users
 (the whole OTE market)

AddOrderReq
AckResp
PublicOrderBooksDeltaRprt
OrderExecutionRprt
ModifyOrderReq
OrderExecutionRprt
Request / Response

Message sent as a distributed message. 



From the client’s perspective, this message is synchronous. Client waits for the response. 
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[bookmark: _Toc228801737]Figure 4 - Order submission with its trade establishment and bid modification without its trade establishment sequence diagram
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Message sent as a distributed message. 



From the client’s perspective, this message is synchronous. Client waits for the response. 
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[bookmark: _Toc228801738]Figure 5 - Unsuccessful order submission sequence diagram
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Message sent as a distributed message. 




From the client’s perspective, this message is synchronous. Client waits for the response. 
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[bookmark: _Toc228801739]Figure 6 - Bulk order modification (or deactivation) and the subsequent bid request sequence diagram
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The user sends a request for the list of active public market bid through PublicOrderBooksReq and the server responds with the PublicOrderBooksResp containg a copy of these bids. This is how the client receives the entire set of active bids withing the system. If a completely new bid is  created or already existing bid is modified, the PublicOrderBooksDeltaRprt mass message will be sent.

User
(request initiator)
OTE
PublicOrderBooksReq 
PublicOrderBooksResp
PublicOrderBooksDeltaRprt 


PublicOrderBooksDeltaRprt 
PublicOrderBooksDeltaRprt 
Request / Response



Message sent as a distributed message. 





All order modifications are distributed to all users.


[bookmark: _Toc228801740]Figure 7 - Order request sequence diagram
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The user sends a request for established market trades through the PublicTradeConfirmationReq and the server responds with the PublicTradeConfirmationRprt containing a copy of these trades. The case of a trade establishment is illustrated in the following messages.
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Message sent as a distributed message. 


[bookmark: _Toc228801741]Figure 8 - Trade request sequence diagram
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After the successful log-in of the user, the user then sends the MessageReq request to the server inquiring about a message list. The user may specify within this request whether they would like to receive only private messages, only public messages or all messages. They will be delivered within the required time limit via the MessageRprt message and all the following messages are then distributed automatically.
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Message sent as a distributed message. 


MessageRprt

[bookmark: _Toc228801742]Figure 9 - Market message request sequence schema
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The user may request the list of valid products via the ProductInfoReq request and the response is sent in the message ProductInfoRprt. In case of a product modification, the ProductInfoRprt distributed public message is sent to all OTE users.
Similar situation occurs in case of the Contract information. The user may request the list of valid contract via the ContractInfoReq and the response is delivered through the message ContractInfoRprt. In case of a contract modification, all OTE users will receive the ContractInfoRprt public distributed message.
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Message sent as a distributed message. 
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[bookmark: _Toc228801743]Figure 10 - Product and contract request sequence diagram
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The user may request the current market status information through the MarketStateReq request and the response will be sent via the MarketStateRprt message. In case of a market status modification, the MarketStateRprt public distributed message will be sent to all OTE users. These messages allow monitoring of the current market status, to ensure that it is not in the “Deactivated” state where trading is stopped.
OTE 
MarketStateReq

Users
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Message sent as a distributed message. 
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[bookmark: _Toc228801744]Figure 11 - Market state request sequence diagram

[bookmark: _Toc228801724]Notification message request
The TSO MP may request a notification messages from the trading system via the NotificationReq and the response will be delivered as the NotificationRprt message. New notification messages are distributed only to the TSO MP, provided conditions of PTP  are met, again via the NotificationRprt message.
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Message sent as a distributed message. 
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[bookmark: _Toc228801745]Figure 12 - Notification message request sequence diagram


[bookmark: _Toc228801725]Latest trade price request
MP associated with activity “Distribution site operator – Gas” and “Underground storage tank/device operator – Gas” may request the latest established trade price of the chosen contract via the LastTradePriceReq and the response will be delivered via the LastTradePriceRprt.
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Message sent as a distributed message. 


LastTradePriceRprt

[bookmark: _Toc228801746]Figure 13 - Latest trade price request sequence diagram
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The content of all messages exchanged between the user and IM application within the above mentioned communication scenarios is in binary format protobuf. A detailed description of all messages is provided in the following chapters.
Modification summary compared to the default XML interface:
· Some BINARY API specifications are identical to the verified protobuf (proto3) procedure recommendations, for example:
· names of enum values, for example enum value of the item validity_restriction = “VALIDITY_RESTRICTION_TYPE_GFS”, use the name of the common enum data type as a prefix – in this example it is “ValidityRestrictionType”
· each  enum type of protobuf definition  includes a dedicated enum value “_UNSPECIFIED”, which the protobuf framework interprets as an implicit value if the current item is empty
· Items with timestamp and duration values use the corresponding pre-built protobuf data types.
· The naming of certain messages has been modified to increase clarity and readability (for example from the PblcTradeConfRprt message to the PublicTradeConfirmationRprt). The following rules apply to the message name postfix:
· Req postfix – data request message
· Resp postfix – response message to a request
· Rprt postfix – distributed message
· Each message item is, in some cases, renamed to improve clarity and reability, using the current protobuf (proto3) naming recommendations:
· Items follow the lower_snake_case naming convention , where all letters are lowercase and words are separated by an underscore
· The enum values of the enum-type items follow the CAPITALS_WITH_UNDERSCORES naming convention
· In case where items contain a value field (with cardinality > 1), the name uses the English plural form with the letter “s” at the end (for example the structure bids within the AddOrderReq message)
· Message cleanup – certain obsolete items have been removed, such as:
· Items that include field encapsulation into different structures, for example: OrdrlList, MktAreaList, MsgList etc.
· Removal of a clientData structure from the header of all standard_header messages, with the exception of retaining one item from this structure – client_correlation_id, which is now placed at the same level as the market_id item
The order of items in individual messages is determined by the definition protobuf (.proto) file, see [4]; the order of items given in the AK manual is not binding.

Note: modifications compared to the original XML format in the naming of messages, items, data types and enum types are not represented in this document. Nevertheless these modifications compared to the original XML format are evident from the document [4], which maps the OTECOM message items from the original XML format to the new protobuf (proto3) format with changes to the message, item, data type and enum type names. Modifications are highlighted in red.
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[bookmark: _Toc405307471]Login Request (LoginReq) 
	LoginReq

	Type:
	Inquiry Request

	Roles:
	<All>

	Routing Keys:
	market.request.inquiry

	Request Limits:
	3/20



Login request. The system responds via the UserRprt.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	LoginReq
	MSG
	
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	user
	FIELD
	m
	
	String
	Login ID of the user that want to login to the CS OTE system.

	force
	FIELD
	m
	
	Boolean
	Flag that indicates if this user want to force a login even if a user with the same credentials is already logged in into the CS OTE system.

	disconnect_action
	FIELD
	m
	
	Enum
	Action that will be executed in case of an unexpected connection loss between user and CS OTE system, irrespective of where the connection loss will be (user – AMQP – CS OTE system).
The following values are allowed:
"DISCONNECT_ACTION_TYPE_NO": No action is executed.
"DISCONNECT_ACTION_TYPE_DEACT_USER_ORDERS": All orders of this user will be deactivated.


[bookmark: _Toc228801753][bookmark: _Toc188429259]Table 5 - Login request message structure

[bookmark: _Toc317614461][bookmark: _Ref318294596][bookmark: _Ref399858022][bookmark: _Ref412479566][bookmark: _Ref412479586][bookmark: _Toc412542555][bookmark: _Toc203997546]User Report (UserRprt)
	UserRprt

	Type:
	Management Response, Broadcast

	Response to:
	LoginReq (sent to the user-generated private response queue or a broadcast to market.broadcastQueue.<login-id>)

	Broadcasted:
	Yes

	Broadcast Routing Keys:
	USR_<login-id>

	Roles:
	<All>



This message contains the basic user attributes. The UserRprt message is returned as a response to the LoginReq and is also distributed when a configuration modification of a user’s product assignment occurs.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	UserRprt
	MSG
	
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	session_id
	FIELD
	m
	
	Integer(64)
	The current session id of the user given after login to the system.

	connection_loss_message
	FIELD
	o
	
	String
	In case of a connection loss for the previous user session, this field is filled with a connection loss message, indicating the connection loss event with date and time and the logout action executed by the CS OTE system.

	name
	FIELD
	m
	
	String
	Name of the user.

	partic_name
	FIELD
	m
	
	String
	Participant name.

	partic_id
	FIELD
	m
	
	Integer(64)
	The participant id the user belongs to.

	state
	FIELD
	m
	
	Enum
	Current state of the User. The following values are allowed:
"REFERENCE_DATA_STATE_TYPE_ACTI": User is active. It is possible to trade using this User.
"REFERENCE_DATA_STATE_TYPE_DELE": User is deleted. Trading using this User is not possible.
"REFERENCE_DATA_STATE_TYPE_SUSP": User is suspended. Trading using this User is not possible.

	user_roles
	FIELD
	m
	1..n
	String
	Contains the user roles assigned to the user 

	user_id
	FIELD
	m
	
	Integer(64)
	The unique identifier of a user.

	assigned_markets
	FIELD
	m
	1..n
	Structure
	

	
	market_id
	FIELD
	m
	
	Enum
	Market Identification Code.
The following value is allowed:
"MARKET_ID_TYPE_IMG": Intraday gas market.

	
	default_delivery_area_id
	FIELD
	m
	
	String
	Delivery Area ID.


[bookmark: _Toc228801754]Table 6 - User report message structure

[bookmark: _Toc317614425][bookmark: _Toc412542510][bookmark: _Ref420918336][bookmark: _Toc203997547]Logout Request (LogoutReq) 
	LogoutReq

	Type:
	Inquiry Request

	Roles:
	<All>

	Routing Keys:
	market.request.inquiry

	Request Limits:
	3/20



Logout request for logging off the user from the CS OTE.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	LogoutReq
	MSG
	
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	session_id
	FIELD
	m
	
	Integer(64)
	Session id of the client session passed to the client on login.


[bookmark: _Toc228801755][bookmark: _Toc188429261]Table 7 - Logout request message structure

[bookmark: _Toc317614426][bookmark: _Toc412542511][bookmark: _Toc203997548]Logout Report (LogoutRprt)
	LogoutRprt

	Type:
	Inquiry Response, Broadcast

	Response to:
	LogoutReq (sent to the user-generated private response queue or a broadcast to market. broadcastQueue.<login-id>)

	Broadcast:
	Yes

	Broadcast Routing Keys:
	USR_<login-id>

	Roles:
	<All>



This message indicates a user logout from the CS OTE system. It is sent either as a response to the logout request LogoutReq or as a mass message triggered by a concurrent forced login of the same user (force=true).

	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	LogoutRprt
	MSG
	
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	session_id
	FIELD
	m
	
	Integer(64)
	Session id of the client session passed to the client on login.

	user_id
	FIELD
	m
	
	Integer(64)
	User ID identification.

	text
	FIELD
	o
	
	String
	Text field containing information about the reason of the logout.


[bookmark: _Toc228801756][bookmark: _Toc188429262]Table 8 - Logout report message structure
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[bookmark: _Ref12450560][bookmark: _Toc203997549]Acknowledgement Response (AckResp)
	AckResp

	Type:
	Management Response

	Response to:
	AddOrderReq; ModifyOrderReq; ModifyAllOrdersReq: (sent to the user-generated private response queue)

	Broadcast:
	No

	Routing Keys:
	---

	Roles:
	<All>



A confirmation message indicating that the request has been accepted for processing.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	AckResp
	MSG
	
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.


[bookmark: _Toc228801757][bookmark: _Toc188429263]Table 9 - Acknowledgement response message structure
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	ErrResp

	Type:
	Inquiry Response; Management Response; Broadcast

	Response to:
	<All> (sent to the user-generated private response queue or a broadcast to market. broadcastQueue.<login-id>)

	Broadcast:
	Yes

	Broadcast Routing Keys:
	USR_<login-id>

	Roles:
	<All>



An error message distributed in case of unsuccessful processing of a request or inquiry.
	[bookmark: _Toc418165593][bookmark: _Toc419206631][bookmark: _Toc419212639]Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	ErrResp
	MSG
	
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	errors
	FIELD
	m
	1..n
	Structure
	

	
	error_code
	FIELD

	m
	
	Integer
	Predefined error codes.
Some error messages do not have a specific error code. In this case the value is 0.

	
	error_en
	FIELD
	m
	
	String
	The error message for this error – English version.

	
	error_cz
	FIELD
	m
	
	String
	The error message for this error – Czech version.

	
	client_order_id
	FIELD
	o
	
	String
	Client order ID.


[bookmark: _Toc228801758][bookmark: _Toc188429264]Table 10 - Error response message structure
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Add Order Request (AddOrderReq) 
	AddOrderReq

	Type:
	Management Request

	Roles:
	EmtasImIns

	Routing Keys:
	market.request.management


The submission of one or more orders. The maximum number of orders within a single message is 25. The message must be encapsulated and signed using the SignedMessage message, see chapter 3 Using the electronic signature. 
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	AddOrderReq
	MSG
	m
	1
	Structure
	 

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	orders
	FIELD
	m
	1..
25
	Structure
	

	
	state
	FIELD
	o
	
	Enum
	“ORDER_ENTRY_STATE_TYPE_ACTI”: The order is entered and immediately exposed to the market for execution. This is the default value. 
“ORDER_ ENTRY_STATE_TYPE_HIBE”: The order is entered into the CS OTE system but not exposed to the market.

	
	[bookmark: _Hlk183764690]validity_restriction

	FIELD
	o
	
	Enum
	Validity restriction of the order. If this field is omitted, the order will be treated as a “Good for Session” order. Valid values:
“VALIDITY_RESTRICTION_TYPE_GFS” (Good for trading session): The order rests in the order book until it is either executed, removed by the user or the current trading session (trading phase) of the underlying contract ends.
“VALIDITY_RESTRICTION_TYPE_GTD”. The order rests in the order book until the date specified in the validity_date field.
“VALIDITY_RESTRICTION_TYPE_NON” (No validity restriction): Mandatory for orders with the execution restriction “ORDER_EXECUTION_RESTRICTION_TYPE_NON FOK” or “ORDER_EXECUTION_RESTRICTION_TYPE_NON IOC”.

	
	validity_date
	FIELD
	o
	
	Timestamp
	This field is mandatory in case of validityRes equals “VALIDITY_RESTRICTION_TYPE_GTD”. It is used to define the date until which the order is valid. The remaining part of the order will be removed from the order book after this point in time.

	
	text
	FIELD
	o
	
	String
	Comment entered by the user. Maximum possible length is 250 characters.

	
	type
	FIELD
	m
	
	Enum
	Order type. Valid values:
“ORDER_TYPE_O”: Regular limit order (for all predefined contracts).
“ORDER_TYPE_I”: Iceberg order.

	
	client_order_id
	FIELD
	o
	
	String
	Client Order Id with a maximum length of 40 characters.  

	
	delivery_area_id
	FIELD
	m
	
	String
	Defines the delivery area of the order.Valid value is “CZ”.

	
	order_execution_restriction
	FIELD
	o
	
	Enum
	Execution restriction of the order. 
Valid values:
“ORDER_EXECUTION_RESTRICTION_TYPE_NON”: No restriction. This is the default. 
“ORDER_EXECUTION_RESTRICTION_TYPE_FOK” (Fill or Kill): The order is immediately fully executed or deleted.
“ORDER_EXECUTION_RESTRICTION_TYPE_IOC” (Immediate and Cancel): The order is executed immediately to its maximum extend. In case of a partial execution, the remaining volume is removed from the order book.

	
	quantity
	FIELD
	m
	
	Integer
	Contains the total quantity of the order. In case of an Iceberg order this field corresponds to the hidden quantity + display quantity.

	
	display_quantity
	FIELD
	o
	
	Integer
	Used to define display quantity of an Iceberg Order. This field is required only in the case of type=’ORDER_TYPE_I’.

	
	price

	FIELD
	m
	
	Integer(64)
	Limit price of the order in currency defined by contracts. Value is multiplied by 100, e.g. 1 Euro = 100. 

	
	side
	FIELD
	m
	
	Enum
	Defines on which side of the market the order is entered (“DIRECTION_TYPE_BUY”, “DIRECTION_TYPE_SELL”).

	
	contract
	FIELD
		m
	
	String
	Contract code identifier (long name).

	
	peak_price_delta
	FIELD
	o
	
	Integer(64)
	Peak price delta for Iceberg orders.
· The peak_price_deltaof buy orders must be smaller or equal than zero.
· The peak_price_deltaof sell orders must be greater or equal than zero.
If it is omitted the system will assume a value of “0,00”.


[bookmark: _Toc228801759][bookmark: _Toc188429265]Table 11 - Add order request message structure
[bookmark: _Toc317614338][bookmark: _Toc317614432][bookmark: _Toc317614433][bookmark: _Toc412542518]
[bookmark: _Ref422907492][bookmark: _Toc203997553]Order Modify Request (ModifyOrderReq) 
	ModifyOrderReq

	Type:
	Management Request

	Roles:
	EmtasImIns

	Routing Keys:
	market.request.management



The modification message for one or more bids. The maximum number of bids within a single message is 25. 
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	ModifyOrderReq
	MSG
	m
	1
	Structure
	 

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	modify_order_type
	FIELD
	m
	
	Enum
	Offers the possibility to activate, deactivate, modify or delete all orders contained in the basket.
“MODIFY_ORDER_TYPE_ACTI”: Activate all orders contained in this basket. Already active orders are ignored. 
“MODIFY_ORDER_TYPE_HIBE”: Deactivates (hibernates) all orders contained in the basket. Hibernated orders are removed from the order book but are still available for modification or activation in the own orders list.
“MODIFY_ORDER_TYPE_MODI”: Modifies all orders in the basket.
“MODIFY_ORDER_TYPE_DELE”: Deletes all orders in the basket. 

	orders
	FIELD
	m
	1..25
	Structure
	List of single order definitions.

	
	revision_no
	FIELD
	m
	
	Integer(64)
	The latest revision number of the order must be provided by the user. In case the CS OTE has another revision number of currently valid order, it will reject the request with an ErrResp.

	
	validity_restriction
	FIELD
	o
	
	Enum
	Validity restriction of the order. If this field is omitted, the order will be treated as a “Good for Session” order. Valid values:
 “VALIDITY_RESTRICTION_TYPE_ GFS” (Good for trading session): The order rests in the order book until it is either executed, removed by the user or the current trading session (trading phase) of the underlying contract ends.
“VALIDITY_RESTRICTION_TYPE_ GTD” (Good till date): The order rests in the order book until the date specified in the validityDate field.
“VALIDITY_RESTRICTION_TYPE_ NON” (No validity restriction): Mandatory for orders with the execution restriction “ORDER_EXECUTION_RESTRICTION_TYPE_FOK” or “ORDER_EXECUTION_RESTRICTION_TYPE_IOC”.

	
	validity_date
	FIELD
	o
	
	Timestamp
	This field is mandatory in case of validity_restriction equals “VALIDITY_RESTRICTION_TYPE_GTD”. It is used to define the date until which the order is valid. The remaining part of the order will be removed from the order book after this point in time.

	
	type
	FIELD
	m
	
	Enum
	Order type.
Valid values:	
“ORDER_TYPE_O”: Regular limit order (for all predefined contracts).
“ORDER_TYPE_I”: Iceberg order. 

	
	text
	FIELD
	o
	
	String
	Comment entered by the user. Maximum possible length is 250 characters.

	
	order_execution_restriction
	FIELD
	o
	
	Enum
	Execution restriction of the order. 
Valid values:
“ORDER_EXECUTION_RESTRICTION_TYPE_NON”: No restriction. This is the default. 
“ORDER_EXECUTION_RESTRICTION_TYPE_FOK” (Fill or Kill): The order is immediately fully executed or deleted.
“ORDER_EXECUTION_RESTRICTION_TYPE_IOC” (Immediate and Cancel): The order is executed immediately to its maximum extend. In case of a partial execution, the remaining volume is removed from the order book.

	
	quantity
	FIELD
	m
	
	Integer
	Contains the total quantity of the order. In case of an Iceberg order this field corresponds to the hidden quantity + display quantity.

	
	display_quantity
	FIELD
	o
	
	Integer
	Used to define display quantity of an Iceberg Order.

	
	price
	FIELD
	m
	
	Integer(64)
	Limit price of the order in currency defined by contract. Value is multiplied by 100, e.g. 1 Euro = 100. 

	
	client_order_id
	FIELD
	o
	
	String
	client_order_id with a maximum length of 40 characters.

	
	order_id
	FIELD
	m
	
	Integer(64)
	Order Id as returned by the CS OTE system. This value is used to identify the order to be modified.

	
	peak_price_delta
	FIELD
	o
	
	Integer(64)
	Peak price delta for Iceberg orders.
· The peak_price_delta of buy orders must be smaller or equal than zero.
· The p peak_price_delta pd of sell orders must be greater or equal than zero.
If it is omitted the system will assume a value of “0,00”.


[bookmark: _Toc228801760][bookmark: _Toc188429266]Table 12 - Order modify request structure

[bookmark: _Toc412542519][bookmark: _Toc203997554][bookmark: _Ref317611239][bookmark: _Toc317614434]Order Request (OrderReq) 
	OrderReq

	Type:
	Inquiry Request

	Roles:
	EmtasImTsAcc

	Routing Keys:
	market.request.inquiry

	Request Limits:
	2/20



[bookmark: _Hlk214884302]A custom bid status request.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	OrderReq
	MSG
	m
	1
	Structure
	 

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	contracts
	FIELD
	o
	0..
1000
	String
	List of contract codes (long name). If no contract code is given, the own orders for all contracts assigned to the requesting user are returned.


[bookmark: _Toc228801761][bookmark: _Toc188429267]Table 13 - Order request message structure
[bookmark: _Ref318375805][bookmark: _Toc412542520]
[bookmark: _Ref422908213][bookmark: _Toc203997555]Order Execution Report (OrderExecutionRprt)
	OrderExecutionRprt

	Type:
	Management Response; Broadcast

	Response to:
	AddOrderReq; ModifyOrderReq; OrderReq; ModifyAllOrdersReq;
(sent to the user-generated private response queue or a broadcast to market.broadcastQueue.<login-id>)

	Broadcast:
	Yes

	Broadcast Routing Keys:
	<product_name>.PRTC_<partic_id>

	Roles:
	EmtasGImTsAcc



A message indicating a successful bid modification. This message is sent to market participants in the following cases:
· A successful bid submission,
· A successful bid modification,
· A partially or fully traded bid,
· As a response to an bid request (in this case, it is sent to the private response queue, in all other cases it is sent to the mass message queue).
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	OrderExecutionRprt
	MSG
	m
	1
	Structure
	 

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	orders
	FIELD
	o
	0..n
	Structure
	

	
	action
	FIELD
	m
	
	Enum
	Code of the last action provided on the order. Valid values are:
“ORDER_ACTION_TYPE_UADD”: Order added by user.
“ORDER_ACTION_TYPE_UHIB”: Order hibernated by user.
“ORDER_ACTION_TYPE_UMOD”: Order modified by user.
“ORDER_ACTION_TYPE_UDEL”: Order deleted by user.
“ORDER_ACTION_TYPE_SHIB”: Order hibernated by the system.
“ORDER_ACTION_TYPE_SMOD”: Order modified by the system.
“ORDER_ACTION_TYPE_SDEL”: Order deleted by the system.
“ORDER_ACTION_TYPE_FEXE”: Order is fully executed. If an order comes into the system and gets executed immediately by matching an already existing order only one OrderExecutionRprt for this order is sent with action ORDER_ACTION_TYPE_FEXE or ORDER_ACTION_TYPE_PEXE.
If an order comes into the system and gets executed by a later entered order two messages are sent. One for the order entry with ORDER_ACTION_TYPE_UADD and later one for the execution with either ORDER_ACTION_TYPE_FEXE or ORDER_ACTION_TYPE_PEXE.
“ORDER_ACTION_TYPE_PEXE”: Partial execution of order.
“ ORDER_ACTION_TYPE_IADD”: A new slice of an Iceberg order was added to the service.

	
	validity_restriction

	FIELD
	o
	
	Enum
	Validity restriction of the order. If this field is omitted, the order will be treated as a “Good for Session” order. Valid values:
“VALIDITY_RESTRICTION_TYPE_GFS” (Good for trading session): The order rests in the order book until it is either executed, removed by the user or the current trading session (trading phase) of the underlying contract ends.
“VALIDITY_RESTRICTION_TYPE_GTD” (Good till date): The order rests in the order book until the date specified in the vldtyDate field.
“VALIDITY_RESTRICTION_TYPE_NON” (No validity restriction): Mandatory for orders with the execution restriction “ORDER_EXECUTION_RESTRICTION_TYPE_FOK” or “ORDER_EXECUTION_RESTRICTION_TYPE_IOC”.

	
	validity_date

	FIELD
	o
	
	Timestamp

	This field is mandatory in case of validity_restriction equals “VALIDITY_RESTRICTION_TYPE_GTD”. It is used to define the date until which the order is valid. The remaining part of the order will be removed from the order book after this point in time.

	
	timestamp
	FIELD
	m
	
	Timestamp

	Timestamp of the order entry as determined by the CS OTE system. This timestamp determines the execution priority in case of identical limit prices. 

	
	revision_no
	FIELD
	m
	
	Integer(64)
	This value is increased in case of a partial execution, hibernation, modification without execution priority change.

	
	user_id

	FIELD
	m
	
	Integer(64)
	User id of the user who entered the order. 

	
	state
	FIELD
	m
	
	Enum
	The current state of the order in the system. Valid values:
“ORDER_STATE_TYPE_HIBE”: The order is entered into the XBID SOB system but not exposed to the market. 
“ORDER_STATE_TYPE_ACTI”: The order is entered and immediately exposed to the market for execution
“ORDER_STATE_TYPE_IACT”: The order is inactive due time validity or fully executed.
“ORDER_STATE_TYPE_DELE”: The order is deleted

	
	type
	FIELD
	m
	
	Enum
	Order type. Valid values:
“ORDER_TYPE_O”: Regular limit order (for all predefined contracts).
“ORDER_TYPE_I”: Iceberg order.

	
	client_order_id
	FIELD
	o
	
	String
	Client Order Id with a maximum length of 40 characters. This value is not modified by the CS OTE system and may be used by LTS to identify orders.

	
	delivery_area_id
	FIELD
	m
	
	String
	Defines the delivery area of the order. Valid value is “CZ”.

	
	text
	FIELD
	o
	
	String
	Comment entered by the user. Maximum possible length is 250 characters.

	
	order_execution_restriction

	FIELD
	o
	
	Enum
	Execution restriction of the order. 
Valid values:
“ORDER_EXECUTION_RESTRICTION_TYPE_FOK” (Fill or Kill): The order is immediately fully executed or deleted.
“ORDER_EXECUTION_RESTRICTION_TYPE_IOC” (Immediate and cancel): The order is executed immediately to its maximum extend. In case of a partial execution, the remaining volume is removed from the order book.
“ORDER_EXECUTION_RESTRICTION_TYPE_NON”: No restriction.

	
	initial_quantity
	FIELD
	m
	
	Integer
	The total quantity entered with this order. If the order is partially matched, the initial_quantity still contains the original quantity value. 

	
	quantity
	FIELD
	m
	
	Integer
	Contains the quantity exposed to the market. In case of an Iceberg Order this is the rest of the display quantity.

	
	hidden_quantity
	FIELD
	o
	
	Integer
	Contains the hidden quantity of the Iceberg order. The total executable quantity may be calculated by adding the hidden_quantity to the quantity.

	
	display_quantity
	FIELD
	o
	
	Integer
	Used to define display quantity of an Iceberg Order.

	
	price
	FIELD
	m
	
	Integer(64)
	Limit price of the order in currency defined by contract. Value is multiplied by 100, e.g. 1 Euro = 100. 

	
	side
	FIELD
	m
	
	Enum
	Defines on which side of the market the order is entered. Valid values:
“DIRECTION_TYPE_BUY”: Buy order.
“DIRECTION_TYPE_SELL”: Sell order. 

	
	contract
	FIELD
	m
	
	String
	Contract code identifier (long name).

	
	order_id
	FIELD
	m
	
	Integer(64)
	Order Id as returned by the CS OTE system.

	
	last_update_user_id
	FIELD
	m
	
	Integer(64)
	Information about the user who last updated the order

	
	peak_price_delta
	FIELD
	o
	
	Integer(64)
	Peak price delta for Iceberg orders.


[bookmark: _Toc228801762]Table 14 - Order execution report message structure
[bookmark: _Toc318377218][bookmark: _Toc318458872][bookmark: _Toc318377219][bookmark: _Toc318458873][bookmark: _Toc318377220][bookmark: _Toc318458874][bookmark: _Toc412542522]
[bookmark: _Toc203997556]Modify All Orders Request (ModifyAllOrdersReq)
	ModifyAllOrdersReq

	Type:
	Management Request

	Roles:
	EmtasImIns

	Routing Keys:
	market.request.management



A message for a mass activation, deactivation and bid cancellation 
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	ModifyAllOrdersReq
	MSG
	
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	partic_id
	FIELD
	o
	
	Integer(64)
	Unique identifier of a partic.
	One and only one of these fields must be supplied.

	user_id
	FIELD
	o
	
	Integer(64)
	Unique identifier of a user.
	

	order_modification_type 
	FIELD
	m
	
	Enum
	Modification type for the orders:
“MODIFY_ORDER_ALL_TYPE_ACTI”: Activate all orders. Already active orders are ignored. 
“MODIFY_ORDER_ALL_TYPE__HIBE”: Deactivates (hibernates) all orders. Hibernated orders are removed from the order book but are still available for modification or activation in the own orders list.
“MODIFY_ORDER_ALL_TYPE_DELE”: Deletes all orders.

	contracts
	FIELD
	o
	0..
1000
	String
	List of contract codes (long name). If no contract code is given, the own orders for all contracts assigned to the specified participant or user are changed.


[bookmark: _Toc228801763][bookmark: _Toc188429269]Table 15 - Modify all orders request message structure
[bookmark: _Toc317614342][bookmark: _Toc317614436][bookmark: _Toc377478531][bookmark: _Toc378091553][bookmark: _Toc378239956][bookmark: _Toc377478532][bookmark: _Toc378091554][bookmark: _Toc378239957][bookmark: _Toc317614439][bookmark: _Toc412542525][bookmark: _Toc418165594][bookmark: _Toc419206632][bookmark: _Toc419212640]
4.7.2. [bookmark: _Toc228801729]Market information
[bookmark: _Ref317162608][bookmark: _Ref317162616][bookmark: _Toc317614441][bookmark: _Toc412542527][bookmark: _Toc203997560]Public Order Books Request (PublicOrderBooksReq)
	PublicOrderBooksReq

	Type:
	Inquiry Request

	Roles:
	<All>

	Routing Keys:
	market.request.inquiry

	Request Limits:
	2/20



A public order book request for the specified contract. 
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	PublicOrderBooksReq
	MSG
	
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	contract_type
	FIELD
	(m)
	
	Enum
	Defines which kind of contracts should be retrieved:
Possible values are:
“CONTRACT_TYPE_ ALL” – All kind of contracts (pre-defined and user-defined)
“CONTRACT_TYPE_ PDC” – Only pre-defined contracts
“CONTRACT_TYPE_ UDC” – Only user-defined contracts
This field is ignored when contracts field is specified.

	product_names
	FIELD
	(m)
	0..
1000
	String
	List of product names. All order books for these products are returned. Delivery area may be specified to filter the result.
Please note: If no product name is given, at least one contract (see below) must be provided.

	contracts
	FIELD
	(m)
	0..
1000
	String
	List of contract codes (long name).
Please note: If no contract is given, at least one product name (see above) must be provided. If both values are given the contract is taken.

	delivery_area_ids
	FIELD
	O
	0..
1000
	String
	List of delivery areas for which the order book(s) should be retrieved. 


[bookmark: _Toc228801764][bookmark: _Toc188429271]Table 16 - Public order books request message structure

[bookmark: _Ref315946317][bookmark: _Toc317614442][bookmark: _Toc412542528][bookmark: _Toc203997561]Public Order Books Response (PublicOrderBooksResp)
	PublicOrderBooksResp

	Type:
	Inquiry Response

	Response to:
	PublicOrderBooksReq (sent to the user-generated private response queue)

	Broadcast:
	No

	Broadcast Routing Keys:
	---

	Roles:
	EmtasGImTsAcc



Public information about the current bids for the specified contract. The message is distributed as a response to the PublicOrderBooksReq request.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	PublicOrderBooksResp
	MSG
	m
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	order_books
	FIELD
	o
	0..n
	Structure
	

	
	revision_no
	FIELD
	m
	
	Integer(64)
	This value is increased in case of any change in the order book. Please note: revision numbers of order book are stored in memory only (not persistent) on CS OTE system. After a restart of CS OTE system, the revision numbers of order books will start from 0 again.

	
	contract
	FIELD
	m
	
	String
	Contract code identifier (long name).

	
	delivery_area_id
	FIELD
	m
	
	String
	Delivery Area to which the attached order books refer to.

	
	last_price
	FIELD
	o
	
	Integer(64)
	Last traded price.

	
	price_direction
	FIELD
	o
	
	Integer
	Defines the direction of the price movement with regard to the last 2 trades happened and that are relevant for this orderbook. Valid values are:
-1: Price decreased
0: Price unchanged
1: Price increased

	                                                                                                                                                                                  
	last_quantity
	FIELD
	o
	
	Integer
	Last traded quantity.

	
	total_quantity
	FIELD
	o
	
	Integer(64)
	The total quantity traded during this trading session.

	
	last_trade_time
	FIELD
	o
	
	Timestamp
	Timestamp of the last execution.

	
	high_price
	FIELD
	o
	
	Integer(64)
	Highest traded price since the start of the trading period.

	
	low_price
	FIELD
	o
	
	Integer(64)
	Lowest traded price since the start of the trading period.

	
	sell_orders
	FIELD
	o
	0..n
	Structure
	

	
	
	order_id
	FIELD
	m
	
	Integer(64)
	Order Id as determined by the CS OTE system.

	
	
	quantity
	FIELD
	m
	
	Integer(32)
	The quantity of the order which is exposed in that delivery area.

	
	
	price
	FIELD
	m
	
	Integer(64)
	Limit price of the order in currency defined by contract. Value is multiplied by 100, e.g. 1 Euro = 100. 

	
	
	order_entry_time
	FIELD
	m
	
	Timestamp
	Timestamp of the order. 

	
	buy_orders
	FIELD
	o
	0..n
	Structure
	

	
	
	order_id
	FIELD
	m
	
	Integer(64)
	Order Id as determined by the CS OTE system.

	
	
	quantity
	FIELD
	m
	
	Integer(32)
	The quantity of the order which is exposed in that delivery area.

	
	
	price
	FIELD
	m
	
	Integer(64)
	Limit price of the order in currency defined by contract. Value is multiplied by 100, e.g. 1 Euro = 100. 

	
	
	order_entry_time
	FIELD
	m
	
	 Timestamp
	Timestamp of the order. 


[bookmark: _Toc228801765][bookmark: _Toc188429272]Table 17 - Public order books report message structure

2. [bookmark: _Ref317162661][bookmark: _Ref317162667][bookmark: _Toc317614443][bookmark: _Toc412542529][bookmark: _Toc203997562]Public Order Books Delta Report (PublicOrderBooksDeltaRprt)
	PublicOrderBooksDeltaRprt

	Type:
	Broadcast

	Response to:
	n/a

	Broadcast:
	Yes

	Broadcast Routing Keys:
	<product_name>

	Roles:
	EmtasGImTsAcc



The PublicOrderBooksDeltaRprt message is sent when an active bid is implemented or modified. This message includes all bids that have been modified since the previous distribution of the PublicOrderBooksDeltaRprt for the specified contract.
The message format is the identical to that of the PublicOrderBooksResp message.

2. [bookmark: _Toc381372059][bookmark: _Toc381622351][bookmark: _Toc317614448][bookmark: _Ref321138286][bookmark: _Ref321138294][bookmark: _Toc412542534][bookmark: _Toc203997563]Message Request (MessageReq)
	MessageReq

	Type:
	Inquiry Request

	Roles:
	<ALL>

	Routing Keys:
	market.request.inquiry

	Request Limits:
	2/20



A request for trading system messages, that were created in the trading system in the past. It is possible to request up to two days prior.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	MessageReq
	MSG
	
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	type
	FIELD
	m
	
	Enum
	Defines what kinds of messages are returned, allowing filtering the messages on a request level.
Valid Values:
"MESSAGE_TYPE_ALL": Return all messages.
"MESSAGE_TYPE_PUBLIC": Return only public messages.
"MESSAGE_TYPE_PRIVATE": Return only private messages.

	end_date
	FIELD
	m
	
	Timestamp
	Timestamp defining to which point in time the messages should be retrieved.

	start_date
	FIELD
	m
	
	Timestamp
	Timestamp defining from which point in time the messages should be retrieved. It is possible only to retrieve messages from the last 2 days.


[bookmark: _Toc228801766][bookmark: _Toc188429273]Table 18 - Message request message structure

2. [bookmark: _Toc317614449][bookmark: _Ref321138305][bookmark: _Ref321138310][bookmark: _Toc412542535][bookmark: _Toc203997564]Message Report (MessageRprt)
	MessageRprt

	Type:
	Inquiry Response, Broadcast

	Response to:
	MsgReq (sent to the user-generated private response queue or a broadcast to market.broadcastQueue.<login-id>)

	Broadcasted:
	Yes

	Broadcast Routing Keys:
	PRTC_<partic_id>
<product_name>
<product_name>.PRTC_<partic_id>
public

	Roles:
	<All>



Messages from the trading system are sent in response to the MessageReq and subsequently distributed whenever a new message is created in the trading system.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	MessageRprt
	MSG
	m
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	messages
	FIELD
	o
	0..n
	Structure
	

	
	message_id
	FIELD
	m
	
	Integer(64)
	The message Id as assigned by the CS OTE system.

	
	type
	FIELD
	m
	
	Enum
	Defines the message type.
Valid Values:
"MESSAGE_TYPE_PUBLIC": The message is a public message.
"MESSAGE_TYPE_PRIVATE": The message is a private message.

	
	contract
	FIELD
	o
	
	String
	Related underlying contract (if any).

	
	message_code
	FIELD
	o
	
	Integer
	Message code of the message

	
	timestamp
	FIELD
	m
	
	Timestamp
	Timestamp of the message as assigned by the CS OTE system.

	
	severity
	FIELD
	m
	
	Enum
	Severity of the message:
"MESSAGE_SEVERITY_TYPE_URG": Urgent message.
"MESSAGE_SEVERITY_TYPE_ERR": Error.
"MESSAGE_SEVERITY_TYPE_HIG": High prioritized message.
"MESSAGE_SEVERITY_TYPE_MED": Medium prioritized message.
"MESSAGE_SEVERITY_TYPE_LOW": Low priority message.

	
	market_supervision_message
	FIELD
	m
	
	Boolean
	Determines if the message has been send by market supervision

	
	text_en
	FIELD
	m
	
	String
	Message text. – English version.

	
	text_cz
	FIELD
	m
	
	String
	Message text – Czech version.

	
	sell_delivery_area_id
	FIELD
	o
	
	String
	In case of an order execution, this field contains the delivery area of the sell side.

	
	buy_delivery_area_id
	FIELD
	o
	
	String
	In case of an order execution, this field contains the delivery area of the buy side.


[bookmark: _Toc228801767][bookmark: _Toc188429274]Table 19 - Message report message structure

2. [bookmark: _Toc317614450][bookmark: _Toc412542536][bookmark: _Toc203997565]Trade Capture Request (TradeCaptureReq)
	TradeCaptureReq

	Type:
	Inquiry Request

	Roles:
	EmtasGImTsAcc

	Routing Keys:
	market.request.inquiry

	Request Limits:
	7/35



A custom trades request. It is possible to request data up to 7 days prior with a maximum date range of 48 hours. If the input parameters are invalid, the ErrResp is returned.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	TradeCaptureReq
	MSG
	
	
	
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	start_date
	FIELD
	o
	
	Timestamp
	Start of the period for which the trades are retrieved. This value must fulfil the following conditions:
· end_date – start_date <= 48 hours

	end_date
	FIELD
	o
	
	Timestamp
	End of the period for which the trades are retrieved. The following condition must be fulfilled: 
· end_date – start_date <= 48 hours
If no end_date is given, the CS OTE system will return all trades until midnight of the start date. In case of invalid value Error Message is returned stating that difference is bigger than max value.

	contracts
	FIELD
	o
	0..
1000
	String
	List of contract names for which the public trade confirmations are requested. If not supplied all contracts for which the user has access rights are returned


[bookmark: _Toc228801768][bookmark: _Toc188429277]Table 20 - Trade capture request message structure

2. [bookmark: _Toc317614451][bookmark: _Toc412542537][bookmark: _Ref422908516][bookmark: _Toc203997566]Trade Capture Report (TradeCaptureRprt)
	TradeCaptureRprt

	Type:
	Inquiry Response, Broadcast

	Response to:
	TradeCaptureReq (sent to the user-generated private response queue or a broadcast to market. broadcastQueue.<login-id>)

	Broadcasted:
	Yes

	Broadcast Routing Keys:
	halftrade.<product_name>.PRTC_<partic_id>

	Roles:
	EmtasGImTsAcc



A message that contains information about a trade establisment. It is sent to both participants of the specified trade. For each receipient only the relevant part of the trade is included. This message is also sent in response to TradeCaptureReq.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	TradeCaptureRprt
	MSG
	m
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	trades
	FIELD
	o
	0..n
	Structure
	

	
	trade_id
	FIELD
	m
	
	Integer(64)
	Trade ID of the trade.

	
	revision_no
	FIELD
	m
	
	Integer(64)
	Revision number of this trade. With every change of the trade the revision number is increased by one.

	
	state
	FIELD
	m
	
	Enum
	Current state of the trade. Valid value is:
"TRADE_STATE_TYPE_ACTI": Trade is active (this is the default value).

	
	contract
	FIELD
	m
	
	String
	Contract code (long name).

	
	quantity
	FIELD
	m
	
	Integer
	Executed quantity.

	
	price
	FIELD
	m
	
	Integer(64)
	Execution price in currency defined by contract. Value is multiplied by 100, e.g. 1 Euro = 100.

	
	execution_time
	FIELD
	m
	
	Timestamp
	Execution date as assigned by the CS OTE system.

	
	buy
	FIELD
	o
	0..1
	Structure
	

	
	
	order_id
	FIELD
	m
	
	Integer(64)
	Order Id of the buy side order.

	
	
	delivery_area_id
	FIELD
	m
	
	String
	Delivery Area to which the attached order books refer to.

	
	
	partic_id
	FIELD
	m
	
	Integer(64)
	Participant who entered the buy side order.

	
	
	user_id
	FIELD
	m
	
	Integer(64)
	User id of the user who entered the buy side order.

	
	
	client_order_id
	FIELD
	o
	
	String
	Client’s identification of order.

	
	
	text
	FIELD
	o
	
	String
	Text of the buy side order.

	
	
	initiator_or_aggressor
	FIELD
	o
	
	Enum
	“INITIATOR_AGGRESSOR_TYPE_I”: the buy order was already in the market before it was matched
“INITIATOR_AGGRESSOR_TYPE_A”: the buy order was matched at the moment it was introduced in the market
“INITIATOR_AGGRESSOR_TYPE_N”: the trade comes out of an auction

	
	sell
	FIELD
	o
	0..1
	Structure
	

	
	
	order_id
	FIELD
	m
	
	Integer(64)
	Order Id of the sell side order.

	
	
	delivery_area_id
	FIELD
	m
	
	String
	Delivery Area to which the attached order books refer to.

	
	
	partic_id
	FIELD
	m
	
	Integer(64)
	Participant who entered the sell side order.

	
	
	user_id
	FIELD
	m
	
	Integer(64)
	User id of the user who entered the sell side order.

	
	
	client_order_id
	FIELD
	o
	
	String
	Client’s identification of order.

	
	
	text
	FIELD
	o
	
	String
	Text of the sell side order.

	
	
	initiator_or_aggressor
	FIELD
	o
	
	Enum
	“INITIATOR_AGGRESSOR_TYPE_I”: the buy order was already in the market before it was matched
“INITIATOR_AGGRESSOR_TYPE_A”: the buy order was matched at the moment it was introduced in the market
“INITIATOR_AGGRESSOR_TYPE_N”: the trade comes out of an auction


[bookmark: _Toc228801769][bookmark: _Toc188429278]Table 21 - Trade capture report message structure

2. [bookmark: _Toc412542538][bookmark: _Toc203997567]Public Trade Confirmation Request (PublicTradeConfirmationReq)
	PublicTradeConfirmationReq

	Type:
	Inquiry Request

	Roles:
	EmtasGImTsAcc

	Routing Keys:
	market.request.inquiry

	Request Limits:
	7/35



A request for public information about established trades. It is possible to request data up to 7 days prior with a maximum date range of 48 hours. If the input parameters are invalid, the ErrResp is returned.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	PublicTradeConfirmationReq
	MSG
	m
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	start_date
	FIELD
	o
	
	Timestamp
	Start of the period for which the trades are retrieved. This value must fulfil the following conditions: 
· end_date – start_date <= 48 hours

	end_date
	FIELD
	o
	
	Timestamp
	End of the period for which the trades are retrieved. The following condition must be fulfilled:
· end_date – start_date <= 48 hours
If no end_date is given, the system will return all trades until midnight of the start_date. In case of invalid value Error Message is returned stating that difference is bigger than max value.

	contracts
	FIELD
	o
	0..
1000
	String
	List of contract names for which the public trade confirmations are requested. If not supplied all contracts for which the user has access rights are returned

	product_names
	FIELD
	o
	0..
1000
	String
	List of product names for which the public trade confirmations are requested. If not supplied all products for which the user has access rights are returned


[bookmark: _Toc228801770][bookmark: _Toc188429279]Table 22 - Public trade confirmation request message structure

2. [bookmark: _Toc412542539][bookmark: _Toc203997568]Public Trade Confirmation Report (PublicTradeConfirmationRprt)
	PublicTradeConfirmationRprt

	Type:
	Inquiry Response, Broadcast

	Response to:
	PublicTradeConfirmationReq (sent to the user-generated private response queue or a broadcast to market. broadcastQueue.<login-id>)

	Broadcasted:
	Yes

	Broadcast Routing Keys:
	public.trade.<product_name>

	Roles:
	EmtasGImTsAcc



A message containing a trade establishment. This message is distributed to all users assigned to the contract relevant to the established trade. It is also sent in response to PublicTradeConfirmationReq.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	PublicTradeConfirmationRprt
	MSG
	m
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	trades
	FIELD
	o
	0..n
	Structure
	

	
	trade_id
	FIELD
	m
	
	Integer(64)
	Trade Id of the underlying trade.

	
	revision_no
	FIELD
	m
	
	Integer(64)
	Revision number of the trade. This is increased by one every time the trade is changed.

	
	state
	FIELD
	m
	
	Enum
	Current state of the trade.
Valid value is:
"TRADE_STATE_TYPE_ACTI": Trade is active (this is the default value).

	
	contract
	FIELD
	m
	
	String
	Contract code (long name) of the trade.

	
	price
	FIELD
	m
	
	Integer(64)
	Execution price in currency defined by contract. Value is multiplied by 100, e.g. 1 Euro = 100.

	
	quantity
	FIELD
	m
	
	Integer
	Traded quantity.

	
	trade_execution_time
	FIELD
	m
	
	Timestamp
	Trade execution time.

	
	sell_delivery_area_id
	FIELD
	m
	
	String
	Delivery area of the sell side. Valid value is “CZ”

	
	buy_delivery_area_id
	FIELD
	m
	
	String
	Delivery area of the buy side. Valid value is “CZ”


[bookmark: _Toc228801771][bookmark: _Toc188429280]Table 23 - Public trade confirmation report
[bookmark: _Ref317162757][bookmark: _Ref317162764][bookmark: _Toc317614452][bookmark: _Toc412542540]
2. [bookmark: _Toc203997569][bookmark: _Ref213232083][bookmark: _Ref213232086]Contract Information Request (ContractInfoReq)
	ContractInfoReq

	Type:
	Inquiry Request

	Roles:
	PublicTradeConfirmationReq

	Routing Keys:
	market.request.inquiry

	Request Limits:
	20/20



[bookmark: _Ref317162772][bookmark: _Ref317162778][bookmark: _Toc317614453][bookmark: _Toc412542541]A contract request. It is possible to request data up to 7 days prior. If the input parameters are invalid, ErrResp is returned in the response.“. 
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	ContractInfoReq
	MSG
	
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	start_date
	FIELD
	o
	
	Timestamp
	Start date for which the contract information is requested. 
Notes: 
· if contract field is specified this field is ignored
· if product_names field is specified or neither contract nor product_names  fields are specified, this field becomes mandatory.

	end_date
	FIELD
	o
	
	Timestamp
	End date for which the contract information is requested. 
Notes: 
· if contract field is specified this field is ignored
· if product_names field is specified or neither contract nor product_names fields are specified, this field becomes mandatory.

	product_names
	FIELD
	o
	0..
1000
	String
	The contract information for all contratcs belonging to products with given product names is requested.
If product_names field is specified, the contract field cannot be specified and the start_date and end_date fields are mandatory.

	contract
	FIELD
	o
	0..1
	String
	Contract code (long name). If contract is specified, the products field cannot be specified and the start_date and end_date fields are ignored.


[bookmark: _Toc228801772][bookmark: _Toc188429281]Table 24 - Contract information request message structure

2. [bookmark: _Toc203997570]Contract Information Report (ContractInfoRprt)
	ContractInfoRprt

	Type:
	Inquiry Response, Broadcast

	Response to:
	ContractInfoReq (sent to the user-generated private response queue or a broadcast to market. broadcastQueue.<login-id>)

	Broadcasted:
	Yes

	Routing Keys:
	<product_name>

	Roles:
	EmtasGImTsAcc



A contract information. This message is distributed whenever any contract attribute is modified or in response to the ContractInfoReq request.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	ContractInfoRprt
	MSG
	m
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	
	contracts
	FIELD 
	o
	0..n
	
	

	
	contract_id
	FIELD
	m
	
	Integer(64)
	Contract ID.

	
	revision_no
	FIELD
	m
	
	Integer(64)
	Revision number of the contract.

	
	product_name
	FIELD
	m
	
	String
	Underlying product.

	
	product_revision_no
	FIELD
	m
	
	Integer(64)
	Revision number of the underlying product.

	
	name
	FIELD
	m
	
	String
	Contract name. This is used for display purposes.

	
	long_name
	FIELD
	m
	
	String
	Contract long name, containing additional information.

	
	delivery_start
	FIELD
	m
	
	Timestamp
	Start of delivery.

	
	delivery_end
	FIELD
	m
	
	Timestamp
	End of delivery.

	
	duration
	FIELD
	o
	
	Double
	A contract would have value 24 (or 23/25 in case of short/long clock change).

	
	predefined
	FIELD
	m
	
	Boolean
	Flag that indicates, if a contract has been automatically created by the systém-
1 = automatically generated

	
	state
	FIELD
	m
	
	Enum
	Current state of the contract. The following values are allowed:
"CONTRACT_STATE_TYPE_HIBE": Hibernated, the contract was manually deactivated by Central Admin.
"CONTRACT_STATE_TYPE_ISSUED": The contract is issued, but not available for trading.
"CONTRACT_STATE_TYPE_OPEN": Contract is active and available for trading.
"CONTRACT_STATE_TYPE_CLOSE": Contract is closed and not available for trading.
"CONTRACT_STATE_TYPE_TERM": Contract is terminated and not available for trading.
"CONTRACT_STATE_TYPE_NOT_ISSD": The contract is not issued and there is not possible to trade on this contract at all.

	
	trading_phase_start
	FIELD
	m
	
	Timestamp
	Start date and time of the current/next trading phase.

	
	trading_phase_end
	FIELD
	o
	
	Timestamp
	End date and time of the current/next trading phase.


[bookmark: _Toc228801773][bookmark: _Toc188429282]Table 25 - Contract information report message structure

2. [bookmark: _Ref317162787][bookmark: _Ref317162791][bookmark: _Toc317614454][bookmark: _Toc412542542][bookmark: _Ref422908961][bookmark: _Toc203997571]Product Information Request (ProductInfoReq)
	ProductInfoReq

	Type:
	Inquiry Request

	Roles:
	EmtasGImTsAcc

	Routing Keys:
	market.request.inquiry

	Request Limits:
	2/20



A detailed product information request. 
	[bookmark: _Ref317162801][bookmark: _Ref317162804][bookmark: _Toc317614455][bookmark: _Toc412542543]Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	ProductInfoReq
	MSG
	m
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	product_names
	FIELD
	o
	0..
1000
	String
	List of product names. 


[bookmark: _Toc228801774][bookmark: _Toc188429283]Table 26 - Product information request message structure

2. [bookmark: _Ref447108017][bookmark: _Toc203997572]Product Information Report (ProductInfoRprt)
	ProductInfoRprt

	Type:
	Inquiry Response, Broadcast

	Response to:
	ProdInfoReq (sent to the user-generated private response queue or a broadcast to market. broadcastQueue.<login-id>)

	Broadcasted:
	Yes

	Broadcast Routing Keys:
	<product_name>

	Roles:
	EmtasGImTsAcc



A detailed product information as a response to the ProductInfoReq.
Since ContractInfoReq allows requests up to 7 days prior (see also 2.8.3.8 Contract Information Request (ContractInfoReq)), this response returns only product revisions that even the latest contract can reference.
The response may also include multiple product versions with the same name, where the unique identifier is the product name combined with the revision number.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	ProductInfoRprt
	MSG
	m
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	products
	FIELD
	o
	0..n
	Structure
	

	
	product_name
	FIELD
	m
	
	String
	Unique identifier name of the product.

	
	display_name
	FIELD
	m
	
	String
	String used to display the product.

	
	currency
	FIELD
	m
	
	String
	The currency of the product. The value is always “EUR”.

	
	revision_no
	FIELD
	m
	
	Integer(64)
	Revision number of the product. This value is increased by one every time the product is modified by the system.

	
	quantity_unit
	FIELD
	m
	
	String
	Defines the quantity unit.

	
	min_quantity
	FIELD
	o
	
	Integer
	Minimal display quantity.

	
	decimal_shift_quantity

	FIELD
	m
	
	Integer
	Decimal shift of the quantity information. A value of 2 results in a display of 100 kW.

	
	max_quantity
	FIELD
	m
	
	Integer
	Maximal allowed quantity for orders entered in contracts belonging to this product.

	
	min_price
	FIELD
	m
	
	Integer(64)
	Minimal price allowed for orders entered in contracts belonging to this product.

	
	max_price
	FIELD
	m
	
	Integer(64)
	Maximal price allowed for orders entered in contracts belonging to this product.

	
	decimal_shift_price
	FIELD
	m
	
	Integer
	Decimal shift of the price information. A value of 2 results in a display in Eurocents.

	
	contract_name_pattern
	FIELD
	o
	
	String
	Format string for the contract name.

	
	tick_size
	FIELD
	m
	
	Integer
	Defines the minimum increment for limit prices for this product. The value is entered as an integer, but the decimal price shift is applied.

	
	lot_size
	FIELD
	m
	
	Integer
	Defines the smallest tradable unit of the product.

	
	product_configurations
	FIELD
	o
	0..n
	Structure
	

	
	
	key
	FIELD
	m
	
	String
	Exchange specific product attribute names (e.g.: blockOrderProduct, icebergMinPeakSize, icebergPriceDeltaRange)

	
	
	value
	FIELD
	m
	
	String
	Exchange specific product attribute values


[bookmark: _Toc228801775][bookmark: _Toc188429284]Table 27 - Product information report message structure

2. [bookmark: _Ref317162872][bookmark: _Ref317162875][bookmark: _Toc317614456][bookmark: _Toc412542544][bookmark: _Toc203997573]Market State Request (MarketStateReq)
	MarketStateReq

	Type:
	Inquiry Request

	Roles:
	EmtasGImTsAcc

	Routing Keys:
	market.request.inquiry

	Request Limits:
	2/20



A current market status request. The required market is specified in the message header standard_header.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	MarketStateReq
	MSG
	m
	1
	Structure
	

	standard_header
	FIELD
	
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.


[bookmark: _Toc228801776][bookmark: _Toc188429285]Table 28 - Market state request message structure
[bookmark: _Ref317162878][bookmark: _Ref317162882][bookmark: _Toc317614457][bookmark: _Toc412542545][bookmark: _Ref420918054]
2. Market State Report (MarketStateRprt)
	MarketStateRprt

	Type:
	Inquiry Response, Broadcast

	Response to:
	MktStateReq (sent to the user-genereted private response queue or a broadcast to market.broadcastQueue.<login-id>)

	Broadcasted:
	Yes

	Broadcast Routing Keys:
	public.<market_id>

	Roles:
	EmtasGImTsAcc



The current information about the market trading status. This message is distributed whenever the market status is modified and in response to the MarketStateReq request.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	MarketStateRprt
	MSG
	m
	1
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	state
	FIELD
	m
	
	Enum
	Contains the current market state. The following values are allowed:
"MARKET_STATE_TYPE_HIBE": Hibernated; no trading is possible and order books are empty. Done on WebGui by Admin.
"MARKET_STATE_TYPE_ACTI": Market is active and trading is possible.

	revision_no
	FIELD
	m
	
	Integer(64)
	Revision number of the market. With every change of the market state this value is increased by one.


[bookmark: _Toc228801777][bookmark: _Toc188429286]Table 29 - Market state report message structure

2. [bookmark: _Toc203997574]Last Trade Price Request (LastTradePriceReq)
	LastTradePriceReq

	Type:
	Inquiry Request

	Roles:
	[bookmark: _Hlk505165684]NominationTransport, NominationStorage

	Routing Keys:
	market.request.inquiry

	Request Limits:
	4/20



The latest established trade price for the chosen contract in the IMG according to TSO. In case of invalid entry parameters, the ErrResp is returned in response.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	LastTradePriceReq
	MSG
	m
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	contract
	FIELD
	m
	
	String
	Contract code (long name) for which the last known trade price is requested.


[bookmark: _Toc228801778]Table 30 - Last trade price request message structure

2. Last Trade Price Report (LastTradePriceRprt)
	LastTradePriceRprt

	Type:
	Inquiry Response

	Response to:
	LastTradePriceReq (sent to the user-generated private response queue)

	Broadcasted:
	No

	Broadcast Routing Keys:
	

	Roles:
	NominationTransport, NominationStorage



This message is sent as in response to the LastTradePriceReq. 
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	LastTradePriceRprt
	MSG
	m
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	contract
	FIELD
	m
	
	String
	Contract code (long name) of the trade.

	trade_execution_time
	FIELD
	m
	
	Timestamp
	Trade execution time.

	price
	FIELD
	m
	
	Integer(64)
	Last known price in currency defined by contract. Value is multiplied by 100, e.g. 1 Euro = 100.


[bookmark: _Toc228801779]Table 31 - Last trade price report message structure

2. Notification Request (NtfReq)
	NotificationReq

	Type:
	Inquiry Request

	Roles:
	<TSO>

	Routing Keys:
	market.request.inquiry

	Request Limits:
	2/20



A trade system notification message request for previously created messages from the trade system.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	NotificationReq
	MSG
	m
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	contract
	FIELD
	m
	
	String
	Contract code (long name).
Defines what notifications are returned, according to contract code.


[bookmark: _Toc228801780]Table 32 - Notification request message structure

2. Notification Report (NtfRprt)
	NotificationRprt

	Type:
	Broadcast

	Response to:
	n/a

	Broadcasted:
	Yes

	Broadcast Routing Keys:
	PRTC_<partic_id>

	Roles:
	<TSO>



Trade system notification messages are sent in response to the NotificationReq request and are distributed exclusively to the MP TSO, provided that conditions of PTP are met.
	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	NotificationRprt
	MSG
	m
	
	Structure
	

	standard_header
	FIELD
	m
	
	Structure
	Standard header of each message. Please see chapter 2.6.7 Standard message header.

	notifications
	SE
	o
	0..n
	Structure
	

	
	notification_id
	FIELD
	m
	
	Integer(64)
	The notification Id as assigned by the CS OTE system.

	
	type
	FIELD
	m
	
	Enum
	Defines the notification type.
Valid Values:
"NOTIFICATION_TYPE_PUBLIC": The notification is a public notification.
"NOTIFICATION_TYPE_PRIVATE": The notification is a private notification.

	
	contract
	FIELD
	m
	
	String
	Contract code (long name).

	
	attributes
	FIELD
	o
	0..n
	Structure
	Used to list specific attributes of the notification. The notification attributes are given as key-value pairs.

	
	
	key
	FIELD
	m
	
	String
	Specific notification attribute name
"TOTALQTY": Total traded quantity on given contract. Value is multiplied by 1000, e.g. 1 MWh = 1000.
"TRDPX": Last known price of trade with minimal 50 MWh quantities on given contract in currency defined by contract. Value is multiplied by 100, e.g. 1 Euro = 100.
"WATRDPX": The weighted price average of all trades with minimal 50 MWh quantities on given contract after last trade with minimal 50 MWh quantities is created. Value is multiplied by 100, e.g. 1 Euro = 100.
"BALACTPXB": 
The maximal price of purchase balance action by TSO-gas on given contract (relevant for attribute RSN=01 only)
Value is multiplied by 100, e.g. 1 Euro = 100.
"BALACTPXS": 
The minimal price of sell balance action by TSO-gas on given contract (relevant for attribute RSN=02 only).  
Value is multiplied by 100, e.g. 1 Euro = 100.
"RSN": Reason of the notification (possible value):
"00" - conditions regarding GMR Annex 8, point 9 or 10 have not been met.
"01" - conditions regarding GMR Annex 8, point 9 have been met
"02" - conditions regarding GMR Annex 8, point 10 have been met

	
	
	value
	FIELD
	o
	
	String
	Specific notification attribute value (in case of unavailability of the value, the field value is not provided).

	
	timestamp
	FIELD
	m
	
	Timestamp
	Timestamp of the notification as assigned by the CS OTE system.

	
	severity
	FIELD
	m
	
	Enum
	Severity of the notification:

"NOTIFICATION_SEVERITY_TYPE_URG": Urgent notification.
"NOTIFICATION_SEVERITY_TYPE_HIG": High prioritized notification.
"NOTIFICATION_SEVERITY_TYPE_MED": Medium prioritized notification.
"NOTIFICATION_SEVERITY_TYPE_LOW": Low priority notification.

	
	text_en
	FIELD
	m
	
	String
	Notification text. – English version.

	
	text_cz
	FIELD
	m
	
	String
	Notification text – Czech version.


[bookmark: _Toc228801781]Table 33 - Notification report message structure

[bookmark: _Toc228801730]Scenarios for the current automatic communication through the KSP/KSM communication server
[bookmark: _Toc214546289][bookmark: _Toc214546393][bookmark: _Toc430271192][bookmark: _Toc93303183][bookmark: _Toc203567310][bookmark: _Toc203996351][bookmark: _Toc203997584][bookmark: _Toc228801731]Configuration/modification/response to the new IMG limit
The current IMG limit state including additional values, which returns a modified current limit state in the form of an established SFVOTLIMITS structure.
The structure SFVOTSETTINGS provides an IMG limit modification through AC(KSP). Apart from the standard header and the receipient identification it also contains:

SFVOTSETTINGS/Setting – main encapsulating data element  
SFVOTSETTINGS/Limit – main element used for limit configuration 
SFVOTSETTINGS/Limit@type – limit, enum type - IMG
SFVOTSETTINGS/Limit@value – new value for the specified limit in CZK

An example where 20 000 CZK is set up as limit:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<SFVOTSETTINGS answer-required="false" date-time="2015-06-24T12:41:08+02:00" dtd-release="1" dtd-version="1" id="123" message-code="481" xmlns="http://www.ote-cr.cz/schema/sfvot/settings">
    <SenderIdentification id="8591824000007" coding-scheme="14"/>
    <ReceiverIdentification id="8591824000007" coding-scheme="14"/>
    <Setting>
        <Limit type="VDP" value="20000"/>
    </Setting>
</SFVOTSETTINGS>  

The response contains the RESPONSE structure with msg code 483 and in case of a successful run also a data copy (where SFVOTLIMITS contains msg code 482). The current return codes from financial reporting area are used:
	RESPONSE/Reason@code
	Popis 

	S09000
	The request has been processed successfully, the configuration has been changed.

	S09008
	The participant does not have the required configuration (the limits are undefined).

	S09009
	The participant is not authorized to make the modification.

	S09010
	Insufficient funds.

	S09011
	Invalid value.

	S09012
	Unexpected error.


[bookmark: _Toc228801782]Table 34 - Response reason codes with msg code 483

[bookmark: _Toc214546290][bookmark: _Toc214546394][bookmark: _Toc228801732][bookmark: _Toc430271193][bookmark: _Toc93303184][bookmark: _Toc203567311][bookmark: _Toc203996352][bookmark: _Toc203997585]Message indicating the transfer of a portion of the IMG limit into the main trading limit
During the partial transfer of the IMG limit into the main trading limit, which occurs automatically when establishing a trade that depletes the funds of the main trading limit, it is also necessary to notify the participant through the AC. Information sent to the participant is the following:
· Transferred financial value from the IM limit to the main trading limit (CZK)
· Remaining value of the IMG limit (CZK)
· Remaining available financial funds in the IMG settlement (CZK)
· ID of the trade that initiated the transfer
· Trade delivery date
The SFVOTLIMITCHANGE structure is used for this purpose. It is sent unsolicited via the KSP. Apart from the standard header and the receipient and sender identification, it also contains:

SFVOTLIMITCHANGE/Limits – main encapsulating data element 
SFVOTLIMITCHANGE/Limits@trade-date – trade delivery date 
SFVOTLIMITCHANGE/Limits@trade-id – trade id 
SFVOTLIMITCHANGE/Limit – main limit element 
SFVOTLIMITCHANGE/Limit@type – limit type, enum type - IMG
SFVOTLIMITCHANGE/Limit@value – new value of the specific limit in CZK
SFVOTLIMITCHANGE/Limit@moved – funds transferred into a different type in CZK (for IMG to utilization of IM trades in the main trading limit)
SFVOTLIMITCHANGE/Limit@free – funds available for the specific limit in CZK 
Example:
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<SFVOTSETTINGS answer-required="false" date-time="2015-06-24T12:41:08+02:00" dtd-release="1" dtd-version="1" id="123" message-code="481" xmlns="http://www.ote-cr.cz/schema/sfvot/settings">
    <SenderIdentification id="8591824000007" coding-scheme="14"/>
    <ReceiverIdentification id="8591824000007" coding-scheme="14"/>
    <Setting>
        <Limit type="VDP" value="20000"/>
    </Setting>
</SFVOTSETTINGS>  

[bookmark: _Toc216101989][bookmark: _Toc216102694][bookmark: _Toc216101990][bookmark: _Toc216102695][bookmark: _Toc216101991][bookmark: _Toc216102696][bookmark: _Toc216101992][bookmark: _Toc216102697][bookmark: _Toc216101993][bookmark: _Toc216102698][bookmark: _Toc216101994][bookmark: _Toc216102699][bookmark: _Toc216101995][bookmark: _Toc216102700][bookmark: _Toc216101996][bookmark: _Toc216102701][bookmark: _Toc216101997][bookmark: _Toc216102702][bookmark: _Ref215044657][bookmark: _Ref215044660][bookmark: _Ref216099572][bookmark: _Ref216099585][bookmark: _Toc228801733]Using the electronic signature
Messages are transferred between the client application and the backend system in a binary protobuf format. To ensure integrity and indisputability, specific messages are secured via the electronic signature.
Electronic signature security includes the following messages:
· ModifyOrderReq
· AddOrderReq
· ModifyAllOrdersReq
The structures of the above mentioned messages will, after the introduction of the electronic signature, become part of the SignedMessage structure, which will contain an item:
· Content type bytes, which is the original message and the digital signature in a binary CMS format, serialized into a byte field before the signature is created
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[bookmark: _Toc214546224][bookmark: _Toc228801747]Figure 14 - SignedMessage creation
After the signature and certificate validation on the receipient’s side, the original message must be extracted from the CMS format and based on the message type, deserialized into the relevant objects for further processing.
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[bookmark: _Toc214546225][bookmark: _Toc228801748]Figure 15 - Digital signature message verification with original message extraction
For a digital signature, it is necessary to use the standard CMS defined in RFC 5625. It is a message of signed-data type, which contains the SignedData ASN.1 structure. It contains the original message, the signature and the certificate corresponding to the private key used for signing. For the hash function, at least the SHA256 algorithm or a stronger one must be used.
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	Message/Field
	Type
	m/o
	No.
	Data Type
	Short description

	SignedMessage
	MSG
	
	
	Structure
	

	content
	FIELD
	m
	
	Bytes
	Original binary message together with digital signature in binary format. 

	messageType
	FIELD
	m
	
	String
	Contains name of the signed message.

	contentEncoding
	FIELD
	o
	
	String
	Contains gzip, if the message was compressed prior to being signed.
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